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def caesar_encrypt(message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Encrypting the Message) aflu 31 y,aas

:(Decrypting the Message) alu 1 yaas

def caesar_decrypt(encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
# Create a list of uppercase alphabet characters

alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"

P #C.regtezm %rzpty string to store the decrypted message

. [ L) [ ]
‘e -deCrypted_'mzsgage =
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# Iterate through each character in the encrypted message
for char in encrypted_message:

# Check if character is a lowercase letter

if char in alphabet_lower:
# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message

decrypted_message += alphabet_lower[new_char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted_message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."
key =5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print(encrypted_message)
print(decrypted_message)

Ymjwj fwj ybjsyd ymwijj nyjrx ns ymj nsajsytwd.

There are twepnty three items in the inventory.
Geoo °, N .V% 3t5 Yy
909 e ® v o® [ N J
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plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

foriin range(len(plaintext_int)):
# Calculate the new character by adding the ASCII value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) alu 1 yaas sld

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

foriin range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCII value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) &t jLas

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIJXFVEPIFWGPQEHVYXFVREMZIRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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The Diffie-Hellman (DH) Key Exchange Algorithm
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:(Preparing the Algorithm) e g31 alue!

import random
import hashlib

# Modular exponentiation: (base”exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) pmdlat! Jsla adee (i

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key
ali_public_key = mod_exp(g, ali_private_key, p)
ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)
ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) « ;o ! 5 yuul | zLlial | o 63

# Produce the shared secret key
shared_secret = dh_key_exchange()
oo .p:int("Share.d.se.C@t:", shared_secret)
00,e .. ", 000
ee, °* ° '. e 00

Shated secret: 74b40ad75c4d76edcef424bcble27bel104c60c22072e0aad65b5a29b60d1ddab
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